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. Introduction by Chris Babel, CEO of TrustArc

The May 25,2018 EU General Data Protection Regulation (GDPR) compliance deadline
has passed and the question on everyone’s minds is — how did we do? Were companies
inside and outside the European Union able to become compliant by the deadline?
How much did they spend on their GDPR efforts? What were their biggest GDPR
challenges and did they need outside help and resources to meet those challenges?
What motivated companies to become GDPR compliant? How did companies in the US,
UK and EU (countries other than the UK) compare in their efforts?

To help find answers to these questions, Dimensional Research surveyed 600 legal,
information technology and privacy professionals in June of 2018, split equally between
the US, the UK and a sampling of other EU countries. For all of the respondents, privacy represented at least 25%
of their job. The participating companies included a mix of small, mid-sized and large companies, from all major
industry sectors.

At TrustArc, we have worked with companies of all sizes around the world to become GDPR compliant by helping
them understand the requirements and deploy technology solutions to support their compliance and risk
management objectives. There are a few findings from the survey that | find particularly interesting and worth
highlighting. I also will point out a few trends that become evident when comparing these July, 2018 results
against the results of a similar survey of US and UK professionals that Dimensional Research conducted for
TrustArc in August, 2017 and which we reported on here.

Significant GDPR Compliance Progress Has Been Made

Key findings from the research highlight that 20% of companies surveyed believe they now are GDPR compliant,
while 53% are in the implementation phase and 27% have not yet started their implementation. EU companies
are further along, with 27% reporting they are compliant, versus 12% in the US and 21% in the UK. While many
companies have significant work to do, 74% expect to be compliant by the end of 2018 and 93% by the end of
2019. A comparison to our August 2017 research shows significant progress has been made in the past ten months.
The number of companies whose GDPR implementation is under way or completed increased from 38% to 66% in
the US and from 37% to 73% in the UK.

The greatest challenges for the respondents to becoming GDPR compliant included the complexity of the
regulation and the shortage of qualified internal staff and privacy expertise needed to deal with those
complexities. Contrary to the common view that the fear of GDPR fines would be the prime motivator for
companies to become compliant, the respondents overwhelmingly cited support of their corporate values and
meeting the expectations of their customers and partners as the primary drivers. In terms of progress with respect
to which processes were brought into compliance first, the respondents are furthest along with customer facing
processes such as cookie consent management and individual rights management and most behind on non-
customer facing issues such as international data transfer mechanisms and vendor management.

The GDPR Journey Has Been Costly, But Was Worth It

GDPR compliance programs have proven to be expensive endeavors. The research shows that 68% of the
respondents have spent more than six figures already on GDPR compliance and that 67% expect to spend an
additional six figures by the end of 2018. Comparing US, UK and EU respondents’ budgets, the US respondents
had the biggest GDPR budgets per company. 25% of US companies spent over 1 million dollars each on
compliance versus 10% for UK companies and 7% for EU companies.
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Introduction (continued)

However, despite the cost, most companies felt that the GDPR journey was worth it. 65% of respondents view
GDPR as having a positive impact on their business and only 15% view the GDPR as having a negative impact on
their business. In addition, GDPR will continue to drive privacy investment - 87% of companies indicated that data
privacy will become more important post-May 25th and 80% plan to increase their spending on GDPR technology
and tools to maintain compliance.

Maintaining and managing GDPR compliance is, of course, the top priority for the respondents. However, a
second goal for the respondents is to be able to demonstrate that their companies are GDPR-compliant. In
addition to producing Article 30 and Article 35 reports, 50% of the respondents intend to seek a GDPR validation
for their programs, rather than wait for the issuance of the official GDPR certification.

Companies have devoted an immense amount of effort and expense in an attempt to meet the EU GDPR
compliance deadline of May 25, 2018. The survey conducted by Dimensional Research on behalf of TrustArc shows
that there is a lot work yet to be done in order for all companies to achieve full GDPR compliance, as well as for
them to monitor, maintain and demonstrate ongoing compliance in a repeatable and efficient manner. The good
news is that companies realize that the effort and expense will have a positive effect on their businesses and is
well worth the investment.
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II. Survey Methodology & Demographics

Please note that throughout this report, references to the EU exclude the UK, which is reported separately. Also,
due to rounding, percentages shown in the charts may not always total 100%.

The survey was fielded online from June 4- 15,2018 to 600 IT and legal professionals in the United States, United
Kingdom and non-UK European Union countries, equally divided at 200 respondents for each of the three
geographic territories. Each of the three geographic groups contained the same mix of professionals with legal,
information technology and privacy roles - 50% IT, 47% legal and 3% dedicated privacy. Certain questions
were repeated from an August, 2017 survey of US and UK professionals in order to understand trends in GDPR
compliance status.

Respondent Profiles

Each of the three geographic groups had a similar mix of executives, team managers and individual contributors.

Region was evenly split between
US, UK and European Union

Each region included an identical
mix of Legal, IT, and Privacy roles

Department
Re g io n United States 50% 3%
European
Union Tiviied
i nite
(EXE}UK(;mg States United Kingdom 50% 3%
33% 33%
European Union 50% 3%

United
Kingdom
33%

0%  20% 40% 60% 80% 100%
mLegal

u|T

= Dedicated compliance or privacy department

Data privacy represented 25% or more of each respondent’s job.

Respondent Profiles

All regions had a mix of job levels,
although US had most executives

Data privacy was 25% or more of
each participant’s job

Job Levels Data Privacy Roles

United States United States 63%

United Kingdom United Kingdom 60%
European Union European Union 75%

0% 20% 40% 60% 80% 100%

mExecutive  mTeam manager  mIndividual contributor

0% 20% 40% 80% 80% 100%
= Data privacy is my entire job
mData privacy is an important part of my job (more than 25%)

(F TrustArc
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The minimum size of company surveyed was 500 employees. The mix was roughly one-third companies with
500-1,000 employees, one-third companies with 1,000-5,000 employees and one-third companies with over 5,000
employees. Companies came from a wide range of industries, including companies in highly regulated industries:
financial and insurance services (14%), healthcare and pharmaceutical (7%) and energy and utilities (4%); and
companies not in highly regulated industries: technology (17%), manufacturing (13%) and retail (10%).

Respondents were surveyed from a cross-section of EU member countries. The largest number of respondents
were from companies located in Germany (23%), Italy (16%), Spain (15%), Belgium (11%), Netherlands and Ireland

Respondent Profiles

Range of company sizes over 500
employees represented in all regions

Company Size
(# of employees)

1%

United States 31%
12%
15% 3%
United Kingdom 41%
6%
7%
European Union 36%

1%
0% 20% 40% 60% 80% 100%

=500 - 1,000 =1,000 - 5,000 =5,000 - 10,000
=10,000- 50,000 =More than 50,000

Range of industries including mix of
highly regulated and less regulated

Industry

Financial and Services
and i

14%

AIUBIH

Energy and Utilities

7%

—

Technology

_s | pejeinbay

3
ES

Retail
Telecommunications.
Business Services

Media

Education

Food and Beverage
Consumer Products
Transportation

Internet and E-commerce
Hospitality and Entertainment
Non-Profit

Aerospace and Defense
Other

13%
—— 10%,
—— 7Y,
—— 6%
— 4%,

— 4%

—— 3%

—— 3,

— 2%

= 2%

= 3%

1 0%

1%

— D0,

0% 5% 10% 15% 20%

(9% each) and France (7%),.

23%

Gemany

0%
148
0%,

%

16%
16%
1%
%
Maky Span

%
I ™
rekand Fra e

Belgum  Mehanands

5%

Poriugal

EU Countries in Survey Ranked by Number
of Respondents (Excluding UK)

%
3%
I l 1%
=]
Giress e

Firland Eslania
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IIl. Results

Organizations Have Made Good Progress Toward GDPR Compliance, But Considerable Work Remains.
96% of all respondents have started their GDPR compliance programs and 53% are in the implementation phase.
20% of the respondents have completed their work and consider themselves fully GDPR-compliant.

GDPR compliance is still a work in process

96% have started, but only 20% are fully compliant

Which of the following best describes the state of your GDPR compliance?

0% 10% 20% 30% 40% 50% 60% 70% 80% 20% 100%
B We havent started We are working on our prefiminary plan
= We have a plan in place but haven't started implementation #We have started our implementation
5 0ur implementation is well underway We are done and are fully GDPR compliant

Respondents in both highly regulated and unregulated industries had roughly the same compliance status. Both
groups had 53% with implementations underway, with 21% of highly regulated companies being fully compliant
and 19% of companies not highly regulated being fully compliant.

US and UK Companies Made Significant Compliance Gains. Comparing this 2018 survey with the August,
2017 results, itis clear that US and UK companies made considerable progress in the past 10 months. US and UK
companies combined have gone from only 3% fully compliantin 2017 to 16% fully compliant in May, 2018. Also,
their implementation status has gone from 10% responding that their implementation was “well underway” in
August, 2017 to 29% in May, 2018. Comparing US against UK companies in terms of being fully compliant, UK
companies have made greater progress. US companies went from 4% fully compliant in 2017 to 12% compliant in
2018 while UK companies went from 3% fully compliantin 2017 to 21% compliant in 2018.

US and UK companies have made good
compliance progress in the past year

US & UK GDPR Compliance Trend (2017 survey vs. 2018 survey results)

i

16% J

We are done and are fully GDPR compliant 39 1
o

I

i

I

Our implementation is well underway

24%
We have started our implementation
; 5

Plan in place but haven't started implementation

We are working on our preliminary plan

5%
We haven't started
.

=mUS/UK 2018 mUS/UK 2017

36%

@

10% 15% 20% 25% 30% 35% 40%
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EU Leads UK and US On Full Compliance Status. EU companies are slightly ahead of UK companies in the
percentage of companies being compliant (EU at 27% and UK at 21%). EU companies are more than two times
ahead of US companies in terms of reaching GDPR compliance (EU at 27% and US at 12%).

EU slightly ahead of UK and 2X ahead of US

27% in the EU are fully compliant versus only 12% in the US

Which of the following best describes the state of your GDPR compliance?

United States  E73

B [

P )

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
=We havent started =We are working on our preliminary plan
mWe have a plan in place but haven't started implementation ®We have started our implementation

= Our implementation is well underway u\We are done and are fully GDPR compliant

Most Companies Not Yet Fully Compliant Racing To Comply by End of 2018. While only 20% of all
respondent companies were fully GDPR compliant by the May 25, 2018 deadline, a large percentage of the
remaining companies expect to be compliant by the end of 2018 - 49% of EU respondents, 55% of UK respondents
and 56% of US respondents. By the end of 2018, the percentage of all respondents expecting to be compliant
(including those companies already compliant) will be 76% EU, 76% UK and 68% US.

Many companies expect to become GDPR
compliant later this year

Compliance plans for companies non-compliant as of June 2018:
56% of US companies, 55% of UK companies, and 49% of EU companies
expect to become GDPR compliant by the end of 2018

When do you expect to be fully GDPR compliant?

United States

United Kingdom

European Union

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
u Already fully compliant m End of this quarter (June 2018)
= End next quarter (September 2018) mEnd of the year (December 2018)

= Sometime in 2019
mNever

mWe will eventually be compliant, but not until after 2019

Forthe EU, UK and US combined, 74% expect to be fully compliant by the end of 2018 and 93% expect
to be fully compliant by the end of 2019.
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Compliance Efforts Fueled By Customer Expectations More Than Fear Of Fines. Although much has been
made in the press about the potentially large fines that could be levied against companies that are not GDPR-
compliant, respondents were motivated more by a desire to meet customer and partner expectations than by fear
of fines or lawsuits. Meeting customer expectations also was the top motivator for companies whether they were
highly regulated or not.

Reasons for investing in GDPR compliance
consistent across regions

Motivated more by values, customer and partner expectations than fear of fines

What are your primary reasons for investing in GDPR compliance?

1 |
1 |
1 I
1 48% 1
I 52% |
1
1 Meet partner or other third-party ‘3111'{{7 :
R expectations / requirements _ IRERIRIRIRRI 40% _ _ _ _ _ _ |
L T T T T T T T T T T T T T T T T T T e M T TTT ! mUnited States
Fines or class action lawsuits 8" |
1 30%, | ®United Kingdom
= European Union
Meet internal reporting reguirements ‘.‘1%?7 ’
(including board of directors) 35%
199
Negative media coverage ﬂ /"
21%
23Y%
Differentiate vs. competitors '% "
21%

0% 10% 20% 30% 40% 50% 60% 70%

Legal Professionals and IT Professionals Have Different Motivations. Although the respondents as a whole
were most motivated to invest in GDPR compliance to meet customer expectations and support company values,
the Legal and IT survey respondents differed somewhat from each other, with Legal ranking “support company
values” (at 55%) as having about the same importance as “meeting customer expectations” (at 53%), while IT
ranked meeting customer expectations (at 61%) as significantly more important than supporting company values
(at43%). IT also was more concerned about GDPR fines and litigation (at 43%) than Legal (at 34%).

Reasons for investing in GDPR were different
between departments

Legal most motivated to support company values
IT most motivated by customer expectations

What are your primary reasons for investing in GDPR compliance?

55%
Meet customer expectations / requirements m 61%
Meet partner or other third-party expectations / _41 %
requirements 42%
Meet internal reporting requirements (including _ 39% mlegal
board of directors) 37%
uiT
i i p 34%
Fines or class action lawsuits _ 43%
: : ; 28%
Differentiate vs. competitors w L

i i 16%
Negative media coverage 9%,

0% 10% 20% 30% 40% 50% 60% 70%

(F TrustArc
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GDPR Compliance Is a C-Level and Board of Directors Concern. As further evidence that compliance with the
GDPR s not just a mid-level manager concern, more than half of the respondents, irrespective of size of company
have reported on their GDPR status to their executive management teams or boards of directors. This also was the
case whether the company was highly regulated or not highly regulated.

GDPR status is being reported (or will be)
to top level management

Smaller companies ahead of larger companies at 69% with board reporting

Are you reporting or do you plan to report your GDPR status to you
company's board of directors or executive management team?

55%
More than 5,000 employees
30%
= Yes, we do that already
63%
1,000 - 5,000 employees
25% m Not currently, but we have

plans to

0% 20% 40% 60% 80%

GDPR Complexity Was the Biggest Challenge. While the GDPR posed significant challenges to the respondent
companies in terms of budgeting, access to technology tools and lack of sufficient time, the greatest challenge
identified by the respondents centered on the complexity of the regulation. This was true both for companies
that are highly regulated and those that are not. Exacerbating this problem was the shortage of qualified staff and
other personnel who knew how to design and implement a GDPR program.

Complexity of GDPR is top challenge for all

Insufficient budget more of a challenge in US than in UK or EU

GDPR Challenges
% 4% 9%
‘o
We have not faced any challenges [l 4%
2%2%
Other |l 5%
3%

SICUCIRGIIE I 26% 29% 26% 25%

Lack of knowledge or understanding on what to do 48% 53% 42% 50%

P
Insufficient budget Feki/ N ETLAECT A1 DA

I - |
Shortage of qualified staff 45% 47% 48% 41%
Access to technology tools 42% 46% 45% 36%

0% 50% 100% 150% 200% 250% 300%

mAl mUS mUK mEU
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GDPR Posed Different Challenges For Legal and IT. Legal and IT respondents both felt that the greatest
challenge to GDPR compliance was the complexity of the regulation. However, the two teams differed with respect
to other GDPR challenges, with Legal ranking access to technology tools as more of a challenge for them (58%)
than did IT (30%). Legal also felt budget was more of a challenge (40%) than IT (26%).

GDPR compliance has been challenging
for both IT and Legal teams

Complexity of regulation top challenge for both IT and Legal
Legal faces much higher levels of difficulty with access to technology and budget

What challenges have you faced in achieving GDPR compliance?

Complety ftn regutn |5
Lack of knowledge or understanding on what fo do e F 0

Access to technology tools * 58%
Started too late ‘42‘5%
Insufficient budget m 40% MG
Other W’ 5% u|T

We have not faced any challenges WDH%

0% 10% 20% 30%  40% 50%  60% 70% 80%

Frequent “Other” challenges include lack of clarity, changing rules, adapting
workflows, lack of baselines, and inconsistencies with data governance

Do Highly Regulated Companies Have a GDPR Advantage? It appears that highly regulated companies

may have had a GDPR advantage over non-regulated companies in terms of having access to qualified staff and
access to technology and tools to support their GDPR projects. 47% of companies in industries that are not highly
regulated faced a shortage of qualified staff versus only 39% of companies in highly regulated industries.

Non-regulated companies face bigger
challenges with GDPR expertise, tools, budget

Highly Regulated vs. Non-Regulated
50%

45%
45%

42%
A% 39%
35% 9 33Y%
33% % 31%

30%
25%
20%
15%
10%

5%

0%

Al

Regulated Not Regulated

m Access to technology tools ~ m Shortage of qualified staff ~ mInsufficient budget

(F_TI"UStArc US +18888787830 | UK +442030786495 | FR +33420102065 | DE +492215694412 | www.trustarc.com | © 2018 TrustArc

11



GDPR Compliance Status: AComparison of US, UKand EU Companies RESEARCH REPORT

Respondents Furthest Ahead On Customer-Facing Processes. In line with the goal of meeting customer
expectations, respondents reported being most compliant with updating policies and procedures (27%) and
cookie consent management (25%) and furthest behind with respect to international data transfer mechanisms
(16%) and vendor risk management (13%),.

Key GDPR requirements have varying levels
of progress

Policy updates, cookie consent most advanced (27% / 25% fully compliant)
Vendor risk, data transfer least advanced (13% / 16% fully compliant)

For each of the following GDPR requirements, rank your current level of progress
toward compliance.

Updated policies and procedures 3% 24% 7% ]
Cookie consent management 0% | N L7 S 1
Individual rights / data subject rights process 4% 28% - __‘i_
Breach / incident response and notification process 4%/ D G/ 1.7/ S X
Risk assessments - DPIAs / PIAs, inherent risk, etc. 6% I 7/ =57 S N [ 7
Data inventory and maps 5% IS G2 G -1 S S -7
Marketing consent management (6% IS N 2 6/ <Y S S 7
Employee awareness training (7% |2 G 2/ I 7 S S -1
International data transfer mechanism(s) 9% _F
Vendor risk management program 8% !
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

None = Planning m Started implementation mWell underway = Fully compliant

GDPR Spending Will Continue at a Fast Pace Post-May 25. 74% of the respondents expect to be fully
compliant by the end of 2018 and the cost to reach that goal may be an additional expenditure equal to what

was spentin the run-up to May 25th. 68% of the respondents already have spent more than six figures on

GDPR compliance and 67% expect to spend an additional six figures by the end of 2018. A larger percentage of
companies that are not highly regulated plan to spend over $1 million more by end of 2018 (15%) than companies
that are highly regulated (12%).

GDPR Compliance is an Expensive Endeavor

Approximately how much has your company spent on GDPR compliance efforts to date?

68% spent in the six figures to date

———————————— B
r o, °l7 1|
I
I
5 P o [ o g e PSP 4
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
= Nothing = Less than $100,000 = Between $100,000 and $500,000
= Between $500,000 and $1,000,000 = Between $1,000,000 and $2,500,000 = Between $2,500,000 and $5,000,000

u More than $5,000,000

Approximately how much do you plan to spend on GDPR the remainder of 2018 (Jun - Dec)?

67% plan to spent in the six figures for the balance of 2018

FETrrTsrsrr s E S TTETSESESTETESEESESEETE S 1
| 1% |
29% !
I
R e e e T
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
= Nothing mLess than $100,000 = Between $100,000 and $500,000
u Between $500,000 and $1,000,000 " Between $1,000,000 and $2,500,000 uBetween $2,500,000 and $5,000,000

Includes all internal and external personnel, training, consulting, legal advice, technology, tools, and other costs.
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Big Budget GDPR Programs in the US. Although twice as many EU companies report being compliant

as compared to their US counterparts, US respondents had significantly higher GDPR budgets. 10% of US
respondents had GDPR budgets over $2.5 million versus 2% for the UK and 3% for the EU. 15% of US respondents
had GDPR budgets between $1 million and $2.5 million versus 8% for the UK and 4% for the EU).

US companies had the largest per company
GDPR compliance budgets

Million Dollar Plus Budgets

———mm e ————

1
1
1
1
|
1
1
1
1
1
|
1
| 8%
!
1
1
|
|
1
|
1
1
1
1

4%
3%
2%
EU

us UK

mBetween $1,000,000 and $2,500,000 mBetween $2,500,000 and $5,000,000 mMore than $5,000,000

Impact of GDPR on Businesses Seen Mostly as Positive. Despite the respondents’ large GDPR compliance
expenditures and concerns about the complexity of the regulation, 65% of the respondents believe that the GDPR
will have a positive impact on their businesses, while only 15% feel that the impact will be negative, with 20%
expecting the impact to be neutral.

Privacy professionals mostly positive
about the impact of GDPR

65% are positive about GDPR; Only 15% are negative

What is your overall perception of the impact of the GDPR for your business?

m Highly positive
m Somewhat positive
= Neutral

m Somewhat negative

= Highly negative

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
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GDPR Seen Least Positive at Largest Companies. Looking at respondents who believed the GDPR would
have a positive impact on their businesses, mid-sized companies with 5,000-10,000 employees had the highest
positive perception at 71%. Companies with over 10,000 employees had the least positive perception of GDPR at
51%. Companies that were highly regulated had a slightly less positive perception (at 54%) of GDPR than did the
companies that were not highly regulated (at 68%).

Largest companies (>10,000 employees) least
likely to view GDPR impact as positive

Positive vs. Negative Impact of GDPR
by Size of Company 55%

46%
44%
41% [

36%
%

24%

33
21% 20, 22% 19%
6% 17% 16940 7% 15% 149
13% ! e

10% 10% :
1
1

2% d% 1% i 1%

[ | . - || 1 -

All 500-1,000 1-5,000 5-10,000 10,000 +

m Highly positive u Somewhat positive m Neutral = Somewhat negative m Highly negative

Most Companies Needed Help With GDPR. The overwhelming majority (87%) of respondents needed 3rd
party help with their GDPR projects - the most external help needed was for privacy expertise to understand the
regulation and GDPR technology and tools. This was also the case whether the respondent company was highly
regulated or not highly regulated.

87% of companies needed 3™ party help

Privacy Experts and Privacy Technology and Tools used the most

Which areas did you use external firms and vendors to help meet
GDPR compliance requirements?

We didn't use external help - 13%

T N e

Vo enatonaize dataprvacy N, - !
1 operationalize data privacy i

- R [
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Legal Needed More Outside Help Than IT. Almost all (94%) of the Legal respondents needed external GDPR
help, as compared to 84% of IT respondents needing outside help.

Legal teams much more likely to secure
external help with GDPR

94% of Legal teams and 84% of IT teams worked with external firms

Which areas did you use external firms and vendors to help meet
GDPR compliance requirements?

Technology and tools to automate and 66%
operationalize data privacy 48%
Privacy expertise to understand 61%
regulations 54%
g f 60%
New policy and process creation m uLegal
uiT
- 39%
23, 6%
We didn't use external help h 16%

0% 10%  20% 30%  40% 50%  60% 70%

GDPR Technology Widely Used. The respondents relied on a variety of GDPR technology solutions to support
their programs. Governance, Risk and Compliance software and internally-developed systems were relied upon
most heavily, with 30% relying on other types of commercial privacy software (other than GRC software).

A wide range of technology solutions used to
implement GDPR

94% used technology - with GRC software and internal systems the most common

What technology solutions did you use to implement your GDPR
program?

itorally-developed systern | s
Govemance, Rk e > ORI 5
software P

Standard desktop tools including email and _ 24%
spreadsheets ?

Other types of commercial privacy software _ 209,
(other than GRC) &

We have not used any technology solutions to
implement GDPR - 6%

1

1

1

1

1

1

1

: @ 1
Free or open-source privacy software solutions _ 38% I
1

1

1

1

1

1

1

1

1
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Privacy Comes to the Forefront. Despite the passage of the GDPR deadline, respondents overwhelmingly
(87%) felt that privacy will become even more important at their companies, with 47% expecting it to become
significantly more important.

Privacy will become even more important with
the passing of the GDPR deadline

87% say privacy will become MORE important, including 47% that
characterize the increase as “significant”

Now that the May 25th GDPR deadline has passed, how will the importance
of data privacy management change at your company?

= |t will become significantly more important = It will become slightly more important

u It will not change u It will become less important
2%

Increased Reliance on GDPR Technology. As the respondents become compliant and move into the ongoing
management phase, they intend to rely more upon technology, with 80% increasing their technology spend, 49%
increasing their spend “somewhat” and 31% planning “substantial” increases in their spends. 33% of companies
that are not highly regulated planned “substantial” increases as compared to 25% of highly regulated companies.

Most plan to increase their technology
investment to support ongoing GDPR

80% will increase technology and tool investments, including 31% that
characterize their planned increase as “substantial’
Do you plan to increase your investment in technology and tools to support
your ongoing GDPR compliance efforts?

= Yes, substantially = Yes, somewhat

= No, we have the right tools in place = No, we do not have or plan to implement any tools

FTI"UStArc US +18888787830 | UK +442030786495 | FR +33420102065 | DE +492215694412 | www.trustarc.com | ©2018 TrustArc 16
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Demonstrating GDPR Compliance Now a Top Priority. While maintaining GDPR compliance is the top need for
respondents, the ability to demonstrate compliance, such as with a GDPR certification, comes in as the second-

highest ranked need.

Achieving, maintaining and demonstrating
GDPR compliance are the top 3 goals
Security compliance, ePrivacy, BCRs and Privacy Shield also on radar

What will your top privacy initiatives be for the next 6-12 months?

Maintaining GDPR compliance

Achieving GDPR compliance  III— 427

|

' |
: Demonstrating GDPR compliance (e.g., GDPR certification) I 43% I
' |

ISO or other security compliance frameworks I 31%
ePrivacy Regulation compliance IS 30%
Binding Corporate Rules (BCR) NN 26%
EU US Privacy Shield status I 25%,
UK Data Protection Bill I 20%
APEC CBPR or PRP certifications I 16%
Chinese Cybersecurity law I 8%

Other regional, country, or industry privacy regulations [l 4%

We will not have any major privacy initiatives for the next 6-12
months

0% 10% 20% 30% 40% 50% 60% 70%

GDPR Certification Versus GDPR Validation. As expected, the respondents anticipate relying on GDPR

compliance reports, such as GDPR Article 30 and 35 reports to demonstrate their compliance. In addition, 50%
of the respondents do not plan to wait for the issuance of the official GDPR certification but will instead seek to
obtain a 3rd party GDPR validation.

50% plan to secure 3™ party validation prior
to issuance of official GDPR certification

How do you plan to demonstrate GDPR compliance once you achieve it?

Not sure - 9%
Other. Please specify: | 1%
Produce compliance reports identified in the _ 589%
GDPR (Article 30, Article 35, etc.) ¢
I Validation from an independent firm prior to the _ 50% 4
! official certification standards L 1
Waiting for the official GDPR certification _ 499%
standards to be published °

(fTrustArc
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Who Wants a GDPR Certification More? Companies which are highly regulated are more likely to seek a GDPR
Certification (52%) than companies that are not highly regulated (40%).

50%

0%

59%

42% | 43%
All

m Achieving GDPR compliance

Regulated respondents more interested in
seeking a GDPR certification (52% vs. 40%)

Highly Regulated vs. Non-Regulated Companies

62%

152%

38%

Regulated Not Regulated

m Maintaining GDPR compliance m Demonstrating GDPR compliance (e.g., GDPR certification)

(fTrustArc
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IV. Conclusion

Achieving and maintaining GDPR compliance is a complex and expensive initiative for companies of all sizes,
across all geographies and industries. While only a small percentage (20%) reported being compliant by the
May 25 deadline, almost all have started (96%), three quarters (74%) expect to be compliant by the end of 2018
and almost all (93%) expect to be fully compliant sometime in 2019. But achieving compliance is just the first
milestone. The good news is most companies (87%) report that the importance of privacy will continue to
increase at their company, their GDPR budgets will remain strong in the second half of 2018, and they expect to
invest more in technology in tools (80%).

Some other key findings from the research are summarized below:

v GDPRis a work in progress

GDPR ! «  Companies are motivated more by values and customer and other third party expectations
- than by fear of fines and litigation;

«  Companies are further ahead with updating policies and cookie management than with
international data transfer and vendor risk management;

** % GDPR has been challenging but rewarding

*
’; lfg : «  Top challenges are - GDPR complexity and lack of expertise, qualified staff and GDPR
* oy X technology and tools;

«  65% are positive about the impact of GDPR on their business;

GDPR will continue to dominate privacy efforts

« Achieving, maintaining and demonstrating GDPR compliance are the top three privacy
priorities over the next 6-12 months;

«  50% of respondents will seek a third party GDPR validation rather than wait for the official
GDPR certification
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About TrustArc

TrustArc is the leader in data privacy compliance and risk management solutions through its unmatched
combination of innovative technology, expert consulting and TRUSTe certification solutions that together address
all phases of privacy program management. The TrustArc Privacy Platform is the foundation for all of its solutions,
delivering a flexible, scalable and secure way to manage privacy and comply with the global privacy regulations,
including the EU’s General Data Protection Regulation (GDPR). Refined over seven years of operating experience
across a wide range of industries and client use cases, the TrustArc Privacy Platform is fortified by its in-depth
services that leverage deep privacy expertise and proven methodologies that it has continuously enhanced over
two decades and thousands of client projects. Headquartered in San Francisco, and backed by a global team,
TrustArc helps over 1,000 clients worldwide demonstrate compliance, minimize risk and build trust.

For further information on the TrustArc GDPR offerings, visit trustarc.com/products/gdpr-privacy-solutions.

TrustArc Solutions Address Range Of Needs

Platform, consulting, training and certification solutions

Powered byTrustArc

o |
E ﬁrﬁ]ﬁ @wlf'.‘et’?liy

Privacy Privacy Privacy
Platform Consulting & Training Validations
»  Data Flow Manager * GDPR Readiness Assessment »  GDPR Validation
e Assessment Manager »  Strategic Priorities Assessment »  Privacy Shield Verification
e Cookie Consent Manager *  Vendor Risk Assessment  APEC CBPR Certification
e Website Monitoring Manager  DPIA/PIA Program Dev *  COPPA Certification
*  Direct Marketing Consent Mgr *  Breach Response Plans *  TRUSTe Enterprise Certification
¢ Individual Rights Manager *  Policies and Procedures
* Ads Compliance Manager »  Privacy Awareness Training

About Dimensional Research

Dimensional Research, based in Sunnyvale, California, is a market research firm that specializes in practical
research services for technology companies. Dimensional Research clients represent a wide range of the most
successful technology organizations — from start-ups to Fortune 500 companies. Its clients offer technology
products and services used by IT teams, business stakeholders, consumers, developers and everyone in between.
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