BO THONG TIN VA CONG HOA XA HQI CHU NGHIA VIET NAM

TRUYEN THONG Déc 1ap - Tu do - Hanh phic
Sb: 742/QD-BTTTT Ha Noi, ngay 22 thang 04 nam 2022
QUYET PINH

BAN HANH YEU CAU AN TOAN CO BAN DPOI VOI PHAN MEM NOI BO
BO TRUONG BQ THONG TIN VA TRUYEN THONG
Can cur Luat An toan thong tin mang ngay 19 thang 11 nam 2015,

Can cir Nghi dinh 56 85/2016/ND-CP ngay 01 thang 7 nam 2016 cua Chinh phi vé bdao dam an
toan hé thong théng tin theo cap dé;

Can cir Nghi dinh sé 17/2017/Nb-CP ngay 17 thang 02 nam 2017 cua Chinh phu quy dinh chirc
nang, nhiém vu, quyén han va co cau t6 chirc ciia B¢ Théng tin va Truyén thong;

Can cir Théng tir s6 03/201 7/TT-BTTTT ngay 24 thang 4 nam 2017 cua B Thong tin va Truyén
thong quy dinh chi tiet va hudng dan mot so diéu cia Nghi dinh 85/2016/ND-CP ngay 01 thang
7 nam 2016 vé bdao dam an toan hé thong thong tin theo cap do;
Can cur Thong tu §5 24/2020/TT-BTTTT ngay 09 thang 9 nam 2020 cua By Thong tin va Truyén
thong quy dinh vé cong tac trién khai, giam sat cong tac trién khai va nghiém thu dy an dau tw
ung dung cong nghé thong tin sw dung nguon von ngan sach nha nuoc.
Theo dé nghi ciia Cuc truéng Cuc An toan thong tin.

QUYET PINH:

Diéu 1. Ban hanh kém theo Quyét dinh nay Yéu cau an toan co ban d6i véi Phan mém ndi bo.

Pidu 2. Khuyén nghi co quan, t6 chirc nghién ctru, phat trién, lya chon, sir dung Phan mém noi
bd dap Gmg cac yéu cau an toan co ban theo Piéu 1 Quyét dinh nay.

Piéu 3. Cyc An toan thong tin chu tri, ph01 hop véi cac co quan, t6 chue lién quan hudng dan
viéc ap dung cac yéu cau trong Yéu cdu an toan co ban ddi vi Phan mém ndi bo tai Piéu 1
Quyét dinh nay.

Pidu 4. Quyét dinh nay c6 hiéu lyc thi hanh ké tir ngay ky.

Piéu 5. Chanh Vin phong, Cuc truéng Cuc An toan thong tin, Thu trudng cac don vi thudc Bo,
cac to chure, ca nhén c6 lién quan chiu trach nhiém thi hanh Quyét dinh nay./.



KT. BO TRUONG
Noi nhdn: THU TRUONG
- Nhu biéu 5;
- Bo trudng (dé b/c);
- Céc Thr trudng;
- Cbng théng tin dién tir cia Bo;
- Luu: VT, CATTT.

Nguyén Huy Diing

YEU CAU AN TOAN CO BAN POI VOI PHAN MEM NOI BQ

(Kem theo Quyét dinh s6 742/0P-BTTTT ngay 22 thang 04 nam 2022 cua B¢ truong Bo Thong
tin va Truyén thong)

I. THONG TIN CHUNG

1. Pham vi ap dung

Noi dung tai Quyét dinh nay dua ra cac yéu cau an toan thong tin co ban dbi véi Phan mém noi
bd nham dap ng cac yéu ciu an toan lién quan dén tng dung va di liéu theo Thong tu
03/%017/TT -BTTTT ngay 24 thang 4 nam 2017 cua Bo Thong tin va Truyén thong va Tiéu
chuan TCVN 11930:2017.

2. Poi twong ap dung

Co quan, to chirc 1ién quan dén viéc phat trién, kiém thtr Phan mém ndi bd trong du 4n dau tu
ung dung cong nghé thong tin sir dung nguoén von ngan sach nha nudc.

3. Khai niém va thuat ngir

Trong tai liéu nay cac khai niém dugc tham chiéu trong Tiéu chuan qubc gia TCVN 11930:2017.
Khai niém Phan mém ndi bo duge hiéu nhu sau: Phéan mém n6i bo 12 phan mém duoc xdy dung,
phat trién, _nang cip, mo rong theo cac yéu cau riéng cua t6 chic hodc ngudi sir dung nham dap
g yéu cau dic thu cua to chirc hodc ngudi sir dung do.

II. YEU CAU AN TOAN CO BAN

1. Yéu ciu vé tai liéu

Phan mém ndi bo co tai liéu bao gdm céac ndi dung sau:

a) Hudng dan trién khai va thiét 1ap cAu hinh;



b) Hudng dan sir dung va quan tri;

c) Tai liéu thiét ké;

d) Mi ngudn san pham (theo yéu ciu cua bén dé nghi danh gia).

2. Yéu cau vé quan ly diém yéu an toan thong tin

Trudce khi thuc hién nghiém thu va ban giao, Phan mém noi bd khong ton tai 16 héng, diém yéu
duogc danh gia va xac nhan boi to6 chire chuyén mon dugc co quan c6 tham quyén cap phép hoac
to chirc sy nghi¢p nha nudc cod chirc nang, nhi€ém vu phu hop do chu quan hé thong thong tin chi
dinh thuc hién theo quy dinh cua phép luat.

3. Yéu cau vé chirc ning Xac thue

3.1. Chure ning Xéc thuc dbi voi Phan mém ndi bo bao gom:

a) Xac thuc nguoi st dung khi truy cap, quan tri, cdu hinh Phan mém;

b) C6 chirc ning cho phép luu trit c6 ma hoa thong tin xac thuc hé thdng sir dung thuét toan hash
tir SHA-256, SHA-512, SHA-3 va cac thuat toan tuong duong;

¢) C6 chirc nang cho phép thiét 1ap chinh sach mat khau cua tai khoan;

d) C6 chirc nang cho phép han ché s6 lan ding nhap sai trong khoang thoi gian nhat dinh véi tai
khoan nhat dinh;

d) C6 chirc nang cho phép ma hoa thong tin xac thuc trude khi gui qua moi trudong mang;
e) C6 chirc nang cho phép sir dung co ché xac thuc da nhan té dé xac thuc ngudi sir dung.

3.2. Yéu ciu cu thé d6i vai tung chirc nang xac thuc ¢ trén, khi Phan mém dugc trién khai trén
hé thong thong tin theo tung cap d§ dugc tham chiéu chi tiét tai Muc 1, Phu luc kem theo.

4. Yéu cau vé chirc ning Kiém soat truy cip
4.1. Chtrc nang Kiém soat truy cap dbi voi Phan mém ndi bo bao gom:
a) Co chirc ning cho phép thiét 1ap gidi han thoi gian chd (timeout);

b) C6 chirc ning cho phép gi6i han dia chi mang quén tri duoc phép truy cép, quan tri Phan mém
tlr xa;

¢) Co chuc nang cho phép phan quyén va cap quyén toi thi€u vé truy cap, quan tri, st dung tai
nguyén khac nhau cia Phan mém véi nguoi st dung/nhdém ngudi st dung c6 chure nang, yéu cau
nghiép vu khac nhau;



d) C6 chirc nang cho phép thiét 1ap quyén t6i thiéu (quyén truy cp, quan tri) cho tai khoan quan
tri ng dung theo quyén han;

d) C6 chirc nang cho phép thay ddi, tach biét cong quan tri img dung v6i cong cung cip dich vu
ung dung;

e) Co chtic nang cho phép khoa tam thoi quan tri ing dung trong khoang thoi gian ngoai gio lam
viéc.

4.2. Yéu cau cu thé dbi véi timg chirc nang Kiém soét truy cap o trén, khi Phin mém duoc trién
khai trén h¢ thong thong tin theo tung cap dd dugc tham chi€u chi tiét tai Muc 2, Phu luc kém
theo.

5. Yéu cau vé chirc ning Nhat ky h¢ thong

5.1. Chure ning Nhat ky hé théng ddi v6i Phan mém ndi bd bao gdm:

a) C6 chirc nang cho phép ghi nhat ky hé théng gom nhiing thong tin:

i. Thoi diém sinh nhat ky;

ii. Phdn nhém nhat ky;

iii. Mo ta thao tac/16i;

iv. i tuong thuc hién thao tac/sinh 16i;

v. Muc dg quan trong.

b) C6 chirc nang cho phép quan Iy va luu trit nhat ky hé thong trén hé thong quan 1y tap trung;

c¢) Co chtrc nang cho phép phan quyén truy cap, quan ly dir liéu nhat ky hé thong ddi vai cac tai
khoan c6 chtrc ndng quan tri hé¢ thong khac nhau.

5.2. Yéu cau cu thé ddi v6i timg chirc ning Nhat ky hé théng & trén khi Phan mém duoc trién
khai trén h¢ thong thong tin theo tung cap d§ dugc tham chi€u chi tiét tai Muc 3, Phu luc kém
theo.

6. Yéu ciu vé An toan irng dung va mi ngudn

6.1. Yéu cau vé An toan tng dung va ma ngudn d6i v6i Phan mém noi bo bao gom:

a) C6 chirc ning cho phép kiém tra tinh hop 18 ctia thong tin, dit liéu dau vao trudc khi xir 1y;

b) C6 chirc ning cho phép bao vé tng dung chdng lai nhitng dang tin cong phd bién: SQL
Injection, OS command injection, RFI, LFI, Xpath injection, XSS, CSRF;



¢) C6 chirc nang cho phép kiém soat 161, thong bao 16i tir img dung;

d) C6 chtrc nang cho phép bao dam khong Iuu trir thong tin xac thuc, thong tin bi mat trén ma
ngudn tng dung.

6.2. Yéu cau cu thé d6i véi ting chtrc nang An toan Gmg dung va ma ngudn ¢ trén khi Phan mém
duogc trién khai trén hé thong thong tin theo tirng cap do duoc tham chicu chi tict tai Muc 4, Phu
luc kém theo.

7. Yéu ciu vé chirc ning Biao mét thong tin lién lac

7.1. Chirc ning Bao mat thong tin lién lac di v6i Phan mém noi bd bao gdm:

a) Co chure nang cho phép ma hoa thong tin, dir liéu (khong phai 1a thong tin, dir liéu cong khai)
trude khi truyén dua, trao doi qua moi trudong mang;

b) C6 chirc ning cho phép st dung chit ky sé dugc cung cap bai co quan c¢6 thim quyén dé bao
vé dir liéu va chong chdi bo (doi véi cac ing dung yéu cau sir dung chir ky so).

7.2. Yéu cau cy thé doi véi timg chirc nang Bao mét thong tin lién lac & trén khi Phan mém duoc
trién khai trén hé thong thong tin theo tung cap do duogc tham chicu chi tiét tai Muc 5, Phu luc
kem theo.

8. Yéu cau vé chirc niing Sao luu du phong

8.1. Chirc nang Sao luu du phong d6i véi Phan mém ndi bd bao gom:

a) C6 churc nang cho phép tu dong sao luu dy phong;

b) C6 chirc nang cho phép gan nhan loai dit liéu duoc luu trir theo quy tic duoc thiét 1ap;

¢) C6 chirc nang cho phép thiét 1ap cau hinh dé giri dit liéu du phong vé hé thong luu trit tap
trung.

8.2. Yéu cau cu thé ddi vé6i timg chirc ning Sao luu du phong ¢ trén khi Phin mém duoc trién

khai trén hé théng thong tin theo ting cép d6 duoc tham chiéu chi tiét tai Muc 6, Phu luc kém
theo.

PHU LUC

YEU CAU AN TOAN CO BAN CHO PHAN MEM NOI BO



- Jafefsfals

1. [ Xac thuc

1.1 |C6 chtic nang xac ii) Co giao di¢n quan ly tai X X X X X
thuc nguoi st dung  [khodn nguoi s dung.

khi truy cdp, quan tri,
c4u hinh Phan mém.

b) Yéu ciu x4c thyc nguoise | x | x | x | x X
dung khi truy cap quan tri, cau
hinh Phan mém.

) Yéu cau xac thuc ngudi st X X X X X
dung khi truy truy cap str dung
Phan mém.

1.2 |C6 chirc nang cho Thong tin xac thuc dugce luu X X X X X

phép luu trit cO md  trit c6 ma hoa trén Phan mém
hoa théng tin xac sir dung thuat toan hash tir
thuc hé thong. SHA-256, SHA-512, SHA-3
va cac thuat toan tuong duong

1.3  [Co chirc nang cho a) C6 chirc nang yéu cau ngudi| X X X X X
phép thiét 1ap chinh  |dung dat mat khau moi khi
sach mat khau nguoi |dang nhép lan dau str dung mat
su dung. lkhdu mic dinh.

b) C6 chirc nang cho phép | th1et X X X X X
lap quy tic dit mat khau vé sb
kv tu, loai ky tu.

c) Co chirc nang cho phép thiét X X X X
lap thoi gian yéu cau thay doi

mat khau.

d) C6 chirc nang cho phép thiét X X X X

lap thoi gian mat khau hop 1¢.

) Khoa tai khoan va yéu cau X X X X
nhap mat khau méi khi mat
lkhau cta tai khoan d6 hét han
thoi gian hop 1¢€.

) M khoa tai khoan khi thay X X X X
6i mat khau thanh cong dbi
v6i truong hop mat khau hét
han thoi gian hop €.

1.4 [C6 chirc ning cho  |a) C6 giao dién cho phép thiét X X X X
phép han ché sé lan  [lap chinh sach vé gidi han s6
tang nhap sai trong  [lan ding nhap sai trong khoang
khoang thodi gian nhat (thoi gian nht dinh.




dinh véi tai khoan
nhat dinh.

b) C6 chirc nang canh bao toi
nguoi st dung khi vi pham
chinh sach.

c) Co chirc nang tu dong ngan
can vi¢c dang nhap tu dong khi
vi pham chinh séch trén.

d) C6 chuc nang ty dong vo
hi¢u hoa tai khoan néu vi pham
chinh sach trén.

1.5 [C6 chirc ning cho  [Chirc ning bao dam mat khau
phép mad hoéa thobng  [dugc ma hoa trude khi gui qua
tin xac thuc trude khi moi truong mang.
otri qua moi trudng
mang.

1.6 [Cochic ndng cho  [p) CO giao dién cho phép quén
phép str dung co ché |iri vién quan ly chinh sach vé
kac thyc da nhan t6  [xac thyc da nhén to.
glel;(ac the ngudi su b) Tich hop cac bude xac thuc

e fa nhan t6 khi chinh séch déi
v&i truong hop nay duoc kich
hoat.

2. [Kiém soat truy cip

2.1 |Co churc nang cho ) Co chirc ning cho phép thiét
phép thiét 1ap gioi  [lap gioi han thoi gian cho
han thoi gian cho timeout) d¢ dong phién két noi
(timeout). khi Phan mém khong nhan

dugc yéu cau tir nguoi dung.
b) Hién thi thong béo, dong
phién két n61 da hét han thoi
oian timeout va yéu cau dang
nhap lai.

2.2 [C6 chiic nang cho a) Co giao dién cho phép quan

phép gidi han dia chi
mang quan tri dugc
phép truy cap, quan
tri Phin mém tir xa.

tri vién quan 1y chinh sach vé
2161 han dia chi mang quan tri
duoc phép truy cap, quan tri
Phin mém tir xa.

b) C6 chirc nang thyc thi chinh
sach vé gidi han dia chi mang
quan tri dugc phép truy cap,
quéan trj Phin mém tir xa &

trén.




2.3

C6 chirc nang cho
phép phan quyén va
cap quyeén t6i thiéu
truy cap, quan tri, su
dung tai nguyén khac
nhau ctia Phan mém
Vo1 nguol st dung/
nhom nguoi st dung
c6 chirc ning, yéu cau
nghi¢p vu khac nhau.

) Co giao dién cho phép quan
tri vién quan 1y chinh sach vé
phan quyén tai khoan theo timg
nhom tai khoan.

b) Phan loai nhom tai khoan
theo it nhat 03 nhém:

i. Tai khodn nguoi st dung
thong thuong;

ii. Tai khoan quan tri mtc su
dung;

iii. Tai khodn quan tri mic
héat trién, van hanh.

c) Co chire nang thyc thi chinh
sach phan quyén va cip quyén
toi thiéu truy cap, quan tri, sir
dung tai nguyén khéac nhau &
trén.

2.4 |Cochucnang cho  f) Co giao dién cho phep quan
phép thiét 1ap quyén  |iri vién thiét 1ap quyén cho cac
toi thiéu (quyén truy [tai khoan.
cap, quan tri) cho @iy g o hano the thi chinh
khoan quan tri ng g ~ A o ens
une theo quvén han sach phan quyén cho céc tai

g Theo quyeh Aal- 4hodn ¢ trén,

2.5 |Cochucnangcho ) Co giao dién cho phep quan
phép thay doi, tach  [tri vién quan ly chinh sach vé
biét cong quan tri ing cong quan tri img dung va
dung voi cong cung  [cong cung cap dich vu tng
cap dich vu trng dung.{dung.

b) C6 chirc nang thyc thi chinh
sach tach bi€t cong quan tri
(rng dung véi cong cung cap
dich vu ung dung ¢ trén.

2.6  [C6 chiric nang cho a) Co giao dién cho phép quan

phép khoa tam thoi
quan tri ing dung
trong khoang thoi
gian ngoai gio l[am
viéc.

tri vién quan 1y chinh sach vé
khoang thoi gian dugce phép
thuc hién thao tac quan tri.

b) C6 chirc nang thyc thi chinh
sach vé khoang thoi gian dugc

hép thuc hién thao tdc quan tri




|hé théng o trén.

Nhit ky hé thong

IC6 chirc ndng cho
phép ghi nhat ky hé
thong gdbm nhiing
thong tin.

a) Phan mém cung cép,chl'rc
nang ghi nhat ky h¢ thong.

b) Nhat ky h¢ thong dugc phan
loai theo it nhat 05 nhom:

i. Nhat ky truy cp Phin mém;

ii. Nhat ky dang nhép khi quan
tri Phan mém;

iii. Nhat ky cac 16i phat sinh
trong qua trinh hoat dong;

iv. Nhat ky quan 1y tai khoan;

v. Nhat ky thay doi cau hinh
Phan mém

3.2

IC6 chirc nang cho
phép quan 1y va luu
trir nhat ky hé théng
trén hé thong quan ly
tap trung.

) Co giao dién cho phep quan
tri vién quan ly chinh sach vé
nhat ky h¢ thong.

b) Cho phép quan trj vién cdu
hinh khoang thoi gian luu trix
nhat ky qua giao dién trén.

c) Luu trit nhat ky voi it nhat
05 thong tin:

i. Thoi diém sinh nhat ky;
ii. Phan nhém nhat ky;
iii. Mo ta thao tac/10i;

iv. Dbi tuong thuc hién thao
tac/sinh 10i;

v. Mirc d6 quan trong.

3.3

(C6 chire nang cho
phép phan quyén truy
cap, quan ly dir licu

nhat ky hé thong ddi

a) Co giao dién cho phép quan
tri vién quan 1y chinh sach vé
phan quyén tai khoan theo timg
nhom tai khoan quén tri.




vO1 cac tai khoan co
chirc ndng quan tri hé

) C6 chirc nang thyc thi chinh
ach phan quyén ¢ trén.

thong khac nhau.

4.  |An toan ung dung va ma ngu(‘“)n

4.1 |C6 churc nang cho igé churc nang thyc thi viéc
phép kiém tra tinh iém tra tinh hop 18 cua thong
hop 1€ cua thong tin, ftin, dir li€u dau vao trude khi
dir liéu dau vao trude [xir Iy
khi xir 1.

4.2 |Co6 chuc nang cho Phan mém duoc kiém tra, danh
phép bao vé ing dunglgia, kiém thir xAm nhap theo
chdng lai nhitng dang [tiéu chudn OWASP va khéng
tin cong pho bién:  |ton tai diém yéu cho phép keé
SQL Injection, OS  |tan cong khai thac thong qua
command injection, [cac dang tdn cong: SQL
RFI, LFI, Xpath Injection, OS command
injection, XSS, CSRF finjection, RFI, LFI, Xpath

Injection, XSS, CSRF.

4.3 |C6 churc nang cho ) C6 chirc nang kiém soat 16i,
phép kiém soat 16i,  [chi hién thi cac thong bao 16
thong bao 16i tir tng  duoc kiém soat dén nguoi
dung. dung va khong hién thi cac 1i

bén trong hé thong.
b) C6 chirc nang hién thi thong
bao 18i dén nguoi sir dung.

4.4 |Co6 chuc nang cho ) Thong tin x4c thyc, bi méat
phép bao dam khong khong duge dua tryc tiép vao
luru trit thong tin xac  |ma ngudn ung dung ma phai
thuc, thong tin bi mat duogc thiét 1ap thong qua giao
trén ma nguon tmg  Kdién cau hinh hé thong.
dung.

5. |Bdo mat théng tin lién lac

5.1 [CO chuc nang cho C6 churc nang cho phép ma hoa
phép ma hoathong it liu trudc khi truyén dua,
tin, dir liéu true khi ftrao d6i qua moi truong mang
truyén dua, trao d6i  [str dung chit ky sd.
qua moi trrong mang

dbi voi cac tng dung
yéu cau sir dung chit
ky sd).

6. Sao luu du phong




6.1

C6 chirc nang cho
phép tu dong sao luu
du phong.

) Co giao dién cho phép quan
tri vién thiét 1ap chinh sach vé

sao luu du phong co sé dir li¢u
va cau hinh hé thong.

b) C6 chirc nang cho phép thuc
hi¢n vi¢c sao luu du phong
theo chinh sach & trén.

6.2 [Co chirc ndng cho  |g) CO giao dién cho phép quin
phép phép gan nhan [tri vién quan ly chinh sach vé
loai dir liéu dqqc luu |phan loai dir li€u dugc luu triv
trir theo quy tac dugc ftheo timg nhom dir lidu.
fhict 1ap. b) C6 churc ndng cho phép luu

trir dir lidu theo tén dinh dang
61 véi tung loai dir lidu tai
muc trén.

6.3 [Co chirc nang cho ) Co giao dién cho phép quan

phép thiét 1ap cau
hinh dé gui dit lidu dy
phong vé hé thong
luru trir tap trung.

tri vién thiét 1ap cau hinh dé
ot dit liéu du phong vé hé
thong luu trir tip trung.

b) C6 churc ndng cho phép thuc
hi¢n sao luu dy phong thu cong
co s& dit liéu va cu hinh hé
thong 1én hé thong luu trit tap
trung.

c) C6 chirc nang cho phép thuc
hién sao luu du phong tu dong
co s& dit liéu va cAu hinh hé
thong 1én hé thong luu trit tap
trung.

d) Co chire nang cho phep khoi
phuc dir 1i€u, cau hinh h¢ thong
tr dir liéu duoc luu trir trén hé

thong lvu trix tp trung.




