THU TUONG CHINH PHU  CONG HOA XA HOQI CHU NGHIA VIET NAM
------- Déc 1ap - Tu do - Hanh phic

Sé: 18/CT-TTg Ha Néi, ngay 13 thang 10 nim 2022

CHI THI

VE DAY MANH TRIEN KHAI CAC HOAT DPONG UNG CUU SU CO AN TOAN THONG
TIN MANG VIET NAM

An toan thong tin mang 1a tru cdt quan trong, xuyén sudt dé tao lap niém tin sd va bao vé su phat
trién thinh vuong cta dat nudc trong ky nguyén s nham thuc hién thanh cong chuyén d6i sb
quoc gia, mot trong nhimg nhiém vy trong tdm va dot pha chién luge duoc dé ra tai Pai hoi dai
biéu toan quéc bang Cong san Viét Nam lan thtr XTI Ung ctru sy ¢ an toan thong tin mang 1a
hoat dong then chdt, ¢6 tinh cap thiét gilp cac co quan, td chue giam thiéu thiét hai, ngay ca khi
xay ra su cd nghiém trong. Tuy nhién, hién nay cong tac (mg ctru su ¢ an toan thong tin mang
trong cac co quan, to chtrc, doanh nghiép tai Viét Nam chua dap umg dugc yéu cau g pho chii
dong tir som, xur 1y kip thoi, hi€u qua cac cude tan cong mang c6 quy mo ngay cang lon, phire
tap, c6 thé gay hau qua khé luong ddi v6i sy phat trién va 6n dinh kinh té - xa hoi.

Pé khic phuc cac han ché, ton tai va ting cudng hiéu lyc, hiéu qua hoat dong tmg ctru su ¢ an
toan thong tin mang quoc gia, Thu tudng Chinh phu chi thi:

1. Cac bo, co quan ngang bd, co quan thudc Chinh phi, Uy ban nhan dan céc tinh, thanh phd

tryc thude trung wong, tap doan, tong cong ty nha nudc va cac to chirc, doanh nghiép 1a thanh
vién (hodc c¢6 don vi truc thudce 1a thanh vién) cia Mang ludi ung ctru su ¢d an toan thong tin
mang quoc gia khan truong trién khai mot s6 noi dung sau:

a) Bo truong, Thu truong co quan ngang Bo, co quan thudc Chinh phi, Chu tich Uy ban nhan
dan cac tinh, thanh phd trye thude trung wong, Chu tich, Téng giam ddc tap doan, tong cong ty
nha nudc va cac t6 chuc, doanh nghiép 1a thanh vién (hodc c6 don vi tryc thugc la thanh vién)
ctia Mang ludi ing clru su cb an toan thong tin mang quoc gia quan triét to1 tat ca cac to chuec, ca
nhan thugc pham vi quan ly nguyén tac “Ung clru sy c¢b an toan thong tin mang la hoat dong
quan trong nham phat hién, ngan chén, xtr ly va khic phuyc kip thoi sy ¢d an toan thong tin
mang”; chi dao trlen khai nghiém tac cac noi dung cua Chi thi nay va chiu trach nhiém truéc Thu
tuéng Chinh phi néu lo 1a trong cong tac tmg ctru sy ¢b an toan thong tin mang, dé xay ra hau
qua, thiét hai nghiém trong tai co quan, don vi thuéc pham vi quan 1y.

b) Hoat dong tng ctru su cb an toan thong tin mang phai chuyén tur bi dong sang chu dong, bao
gom: chu dong thyc hién san lung moi nguy hai va ra quet 16 hong trén cac hé thong thdng tln
trong pham vi quan ly t6i thiéu 01 1an/6 thang; ban hanh phwong an, kich ban tng ciru sy co cho
hé thong thong tin trude ngay 31 thang 12 nam 2022 va cap nhat kip thoi khi c6 thay d6i; t6 chirc
dién tap thyc chién tdi thiéu 01 1an/nam ddi v&i hé thong thong tin cap do 3 tro 1én nham danh
gi4 kha ning phong ngira xAm nhap va kha nang phat hién kip thoi cac diém yéu vé quy trinh,



cong ngh¢, con nguoi. Truong hop phat hién diém yéu, 16 hong bao mat cho phép xam nhép va
kiém soat hé thong thi thyc hién dong thoi khic phuc diém yéu, 16 hong va sin ling mdi nguy
hai.

¢) T6 chire, kién toan lai cac Doi ung ctru sy ¢b trude ngay 31 thang 12 nim 2022 theo hudng
chuyén nghiép, co dong, co tdi thiéu 05 chuyén gia an toan thong tin mang (bao gom ca chuyén
gia thué ngoai) dap tmg chuin k¥ niang vé an toan thong tin do B4 Théng tin va Truyén thong
quy dinh.

d) Co quan chu tri 11 linh vyc quan trong can wu tién bao dam an toan thong tin mang (theo
Quyét dinh sb 632/QD- TTg ngay 10 thang 5 ndm 2017 cua Thu tuéng Chinh phu) chu trong hoat
dong chia sé thong tin vé cac nguy co, sy cd mat an toan thong tin mang cho cic co quan, to
chtre, doanh nghi¢p quan ly, van hanh hé thong thong tin thudc linh vuc va phuc vu kip thoi, hi€u
qua cho Bai ting ctru sy ¢d cua linh vuc (CERT linh vuc).

d) Giao Bdi ting ctlru su ¢d thuc hién cac nhiém vu thuong xuyén sau: [am dau moi tiép nhan,
quan ly su cd; tng clru, xUr ly su ¢d va san ling moi nguy hai; nghién ctru, theo ddi cac nguy co
tan cong mang, thong tin vé 16 hong, diém yéu; luyén tap cac ky nang bao v¢ hé thdng thong tin
va tham gia cc chuong trinh huan luyén, dién tap do Co quan diéu phdi qudc gia chi tri.

e) B6 tri du kinh phi bao dam hoat dong ctia Poi tng ctru sy ¢d; thu hit nhan luc chat luong cao
vao lam cong tac ing curu su cO an toan thong tin mang.

g) Nghiém tuc thuc hién ra soat, phat hién va khic phuc cac 16 hong, dlem yéu theo canh bao cua
co quan chirc nang; chu dong theo doi, phat hién sém cac nguy co mat an toan thong tin mang dé
kip thoi xir 1y, khic phuyc.

h) C6 bién phap kiém soat nguy co mat an toan thong tin mang gay ra béi bén thir ba va cac
chuoi cung tmg cong nghé thong tin va truyen thong.

1) Nghiém tac thue hién cac quy dinh vé bao cao sy ¢d an toan thong tin mang; day manh tuyén
truyén cho ngudi dan vé viée bo cao, cung cip thong tin vé su cb.

k) Khuyén khich trién khai cac chién dich nang cao y thirc canh giac cua nguoi dung cudi doi voi
cac cudc tan cong mang.

1) Cong b thong tin dau mdi (s6 dién thoai, thu dién tir hodc cac kénh lién lac khac) tiép nhan
thong bao su cd trén cong thong tin dién tir ciia co quan trude ngay 31 thang 10 nam 2022.

2. B6 Théng tin va Truyén thong c6 trach nhiém:
a) Hudng dan phat trién Doi tmg ctru su ¢b cho 11 linh vuc quan trong can uvu tién bao dam an

toan thong tin mang theo Quyét dinh s6 632/QD-TTg ngay 10 thang 5 nim 2017 cia Thu tuéng
Chinh phu.



b) Hudng dan trién khai cac hoat dong thuong xuyén cua Doi img ciru sy cb va xay dung khung
nang luc D)1 ting ctru sy ¢o trude ngay 30 thang 11 nam 2022.

¢) Thuc day hoat dong dién tap thuc chién an toan thong tin mang tai cac co quan, t6 chirc, doanh
nghié¢p; st dung két qua dien tap lam ti€u chi d€ danh gid mtrc do trudng thanh, chuyén nghiép

cac Bgi tng ctru sy ¢o hang nam.

d) Chi tri to chte trién khai, huéng dén, theo ddi, don déc, kiém tra va danh gid viéc thuc hién
Chi thi nay; tong hop, bdo cdo Thu tuéng Chinh phu két qua thuc hién.

3. Bo Cong an, BO Quoc phong c6 trach nhiém:
a) Trién khai cac hoat dong ing ctru sy c6 theo chiric nang, nhiém vu dugc giao.

b) Phdi hop chit ché voi Bo Thong tin va Truyén thong trong hoat dong g ctru su ¢b an toan
thong tin mang quoc gia.

4. B Tai chinh c6 trach nhiém hudng dan phan bd va uu tién ngan sach cho hoat dong tmg ciru
su c0 an toan thong tin mang.

5. Céc doanh nghi¢p cung cép dich vu vién thong, Internet:
a) Cong bd thong tin dau moi (s6 dién thoai, thu dién tir hodc cac kénh lién lac khac) tiép nhén
thong bao sy ¢o trén cong thong tin (website) trudce ngay 31 thang 10 ndam 2022; tuyén truyén

cho khach hang vé cach thirc phan anh sy c6 mat an toan thong tin mang.

b) Nghiém tac tuan thi cac yéu cau diéu phdi ctia Co quan diéu phdi qudc gia trong cac hoat
dong ung ctru, xu ly su co.

¢) Canh bao cho khach hang cac nguy co, su cb an toan théng tin mang trén dién rong hodc khi
phat hién nguy co, su ¢ an toan thong tin mang lién quan t6i khach hang; hd trg khach hang g
ctru, xir 1y su ¢ an toan thong tin mang lién quan t6i dich vu do doanh nghiép cung cap.

6. Cac doanh nghiép an toan thong tin mang:

a) Cung cap, chia sé thong tin vé su ¢ mét an toan thong tin mang vé Bo Thong tin va Truyén
thong (Cuc An toan thong tin).

b) Phéi hop chit ché véi Co quan diéu phdi qudc gia trong cac hoat dong tmg ciru, xtr Iy sur ¢b.

¢) Chu trong viéc tham gia cac t6 chirc qudc té vé tmg ciru su ¢d dé ddy manh hoat dong chia sé
théng tin.

7. Céac B0 trudng, Thu trudng co quan ngang bd, Thu trudng co quan thudc Chinh phu, Chu tich
Uy ban nhan dan tinh, thanh pho truc thude trung wong, Thu truéng cac co quan, don vi va cac to
chtrc, cd nhan lién quan c6 trach nhiém thi hanh nghiém tic Chi thi nay./.



KT. THU TUONG
Noi nhdn: PHO THU TUONG
- Ban Bi thu Trung wong Pang;
- Thu tudng, cac Pho Thu tudng Chinh phu;
- Céc b9, co quan ngang b, co quan thugc Chinh phu;
- HDND, UBND céc tinh, thanh phd tryc thude trung wong;
- Van phong Trung wong va cac Ban cua Pang;
- Vin phong Téng Bi thu;
- Van phong Chu tich nudc; & 4
- Hoi df")ng Dan tdc va cac ny ban cta Qubc hoi; Vii Dire Dam
- Vin phong Quéc hoi;
- Tda 4n nhan dan tdi cao;
- Vién kiém sat nhan dan tdi cao;
- Kiém toan nha nudc;
- Uy ban trung wong Mt trin T quéc Viét Nam;
- Co quan trung wong ciia cac doan thé;
- Céc tap doan kinh té va téng cong ty nha nudc;
- VPCP: BTCN, cac PCN, Tro ly TTg, TGDb Céng TTDT, cac
Vu, Cuc, don vi truc thude, Cong bao;
- Luu: VT, KSTT (2).



