THU TUONG CHINH PHU  CONG HOA XA HQI CHU NGHIA VIET NAM
-------- Déc 1ap - Tu do - Hanh phic

Sé: 23/CT-TTg Ha Néi, ngay 26 thang 12 nim 2022

CHI THI

VE TANG CUONG CONG TAC BAO DPAM AN TOAN THONG TIN MANG, AN NINH
THONG TIN CHO THIET BI CAMERA GIAM SAT

Hlen nay, hang triu camera giam sat dua trén nén tang giao thirc mang (sau day goi tat 1a

“camera giam sat”) dang dugc trién khai va st dung pho bién. Phan 16n céc thiét bi nay chua
duoc quan 1y nén tiém an nhiéu nguy co bao mat c6 thé bi khai thac nham phuc vu céc hanh vi vi
pham phap luat, nhu: thu thp trai phep dir liéu, thong tin cia co quan, t6 chirc, nguoi dung cho
cac myc dich lura dao, chiém doat tai san; chiém quyen diéu khién thiét bi va sir dung cho céc
cudc tan cong mang, phat tan phan mém doc hai; c6 thé 1am 16 bi mat nha nude, 1am anh huong
dén an ninh qudc gia, trat ty an toan x4 hoi.

Dé khic phuc céc ton tai va rii ro vé an toan théng tin mang, an ninh thong tin lién quan dén
camera giam sat, Thu tudng Chinh phu chi thi:

1. Céc bo, co quan ngang bd, co quan thu¢c Chinh phu, Uy ban nhan dén cac tinh, thanh ph
truc thudc Trung wong, tap doan, tong cong ty nha nude thuc hién hi¢u qua cac bién phap sau:

a) Xac dinh cap d6 an toan hé thong thong tin va trién khai phuong an bao dam an toan h¢ thong
thong tin theo cap do, theo quy dinh cua phap luat va tiéu chuan, quy chuan k¥ thuat qudc gia vé
an toan hé thong thong tin theo cap do khi trién khai cac hé thong thong tin ¢6 sir dung camera
giam sat.

Thoi han hoan thanh: Xac dinh va phé duyét cp do an toan hé thdng thong tin c6 sir dung
camera giam sat, hoan thanh chdm nhat trong thang 3 nam 2023; trién khai day di phuong an
bao dam an toan hé thong thong tin theo cip do ddi v6i cac hé théng thong tin c6 stir dung camera
giam sat dang van hanh, hoan thanh cham nhét trong thang 9 nam 2023.

b) Chi dao cac co quan, don vi truc thudc khi dau tu, mua sim camera giam sat hodc thué dich

vu cong nghé thong tin co str dung camera giam sat thuc hién kiém tra, danh gia an toan thong

tin mang theo quy dinh cua phap luat; thuc hién kiém tra, danh gia an toan thong tin mang dinh
ky theo quy dinh ddi vdi cac hé thong thong tin co str dung camera gidm sat.

¢) Str dung camera giam sat dap (mg cac yéu cau vé bao dam an toan thong tin mang theo quy
dinh; khong str dung camera gidm sat khong c6 chirng nhan xuat xtr, chat lugng san pham hodc
da dugc co quan c6 tham quyén canh bédo khong bao dam an toan thong tin mang.

d) Dap tmg ngudn lyc, kinh phi bao dam an toan thong tin mang cho cac h¢ thong thong tin 6 str
dung camera giam sat; chiu trach nhiém trud¢c Thu twéng Chinh phu néu dé xay ra mat an toan
thong tin mang, an ninh thong tin, 16 bi mat nha nudc tir cac hé thong thong tin c6 sir dung
camera giam sat thudc pham vi quan ly.

d) Xay dung va ra soat, sira ddi, bd sung quy ché bao dam an toan thong tin mang ciia co quan,
don vi, trong d6 quy dinh r0 st dung camera giam sat phai bao ddm an toan thong tin mang.



e) Sau khi quy chuan k¥ thuat qudc gia vé yéu cau an toan thong tin mang co ban cho camera
giam sat dugc ban hanh, cac by, nganh c6 lién quan khan truong nghién ctru, to chure thuc hién
ap dung quy chuan k¥ thuat nay trong pham vi quan ly.

2. BO Thong tin va Truyén théng cé trach nhiém:

a) Uu tién 16ng ghép cac ndi dung tuyén truyen huéng dan bao dam an toan thong tin mang cho
camera giam sat trong qua trinh trién khai Dé an “Tuyén truyen nang cao nhan thic va phd bién
kién thirc vé an toan thong tin giai doan 2021 - 2025” theo Quyét dinh s6 1907/QD-TTg ngay 23
thang 11 nam 2020 cua Thu tudng Chinh phu.

b) Xay dung bo tiéu chi vé yéu cau an toan thong tin mang co ban cho camera giam sat. Thoi han
hoan thanh: thang 3 ndm 2023.

¢) Ban hanh quy chuan ky thuat quoc gia vé yéu cau an toan thong tin mang co ban cho camera
giam sat va tuyén truyén, phd bién, to chirc huéng dan dp dung quy chuan k¥ thuat nay. Thoi han
hoan thanh: thang 11 nam 2023.

d) Cong bd danh muc camera giam sat dap Gmg quy chuan k¥ thuat qubc gia vé yéu cau an toan
thong tin mang co ban cho camera giam sat.

d) Chu tri to chirc trién khai, huéng dan, don dbc, theo dbi, kiém tra viéc thuc hién cac ndi dung
tai Chi thi nay; bdo cdo Thu tuéng Chinh phu két qua thuc hién.

3. Bo Cong an c6 trach nhi¢m:

a) Tang cudng cong tac phong ngira, dau tranh va xir Iy nghiém theo quy dinh cta phap luat d6i
vdi cac co quan, to chiric va ¢4 nhan 191 dung camera giam sat ¢ xam pham an ninh quoc gia, trat
tu an toan xa hoi.

b) T6 chirc danh gia an ninh thong tin d6i v6i hé thong camera giam sat tai cac cong trinh quan
trong lién quan dén an ninh quc gia, cac hé thong thong tin quan trong vé an ninh qudc gia
trude khi dua vao van hanh, str dung.

c¢) Nghién ctru, xay dung quy dinh vé viéc thiét 1ap, quén ly, van hanh, bao tri hé théng camera
phuc vu cong tdc dam bdo an ninh trat ty cua luc lugng Cong an nhan dan dé thong nhat thuc
hién trén pham vi toan quoc.

4. B Tai chinh co trach nhiém tang cuong quan 1y hoat dong nhap khau camera giam sét theo
quy chuan k¥ thuat qudc gia vé yéu cau an toan thong tin mang co ban cho camera giam sat.

5. B Cong Thuong co trach nhiém tang cuong quan ly, kiém tra hoat dong kinh doanh camera
giam sat, khong dé cac camera giam sat khong dap ing quy chuan ki thuat quoc gia vé yéu cau
an toan thong tin mang co ban cho camera giam sét luu thong trén thi truong; dau tranh chong
cac hanh vi vi pham phap luét vé 1am gia, nhap lau camera giam sét.

6. Pai Truyén hinh Viét Nam, Dai Tiéng no6i Viét Nam, Thong tan xa Viét Nam va cac co quan
bao chi c6 trach nhiém bb tri chuyén muc, kénh phat séng, thoi gian phat séng chuong trinh, tin
bai vé an toan thong tin mang, trong do ¢ ndi dung lién quan dén camera giam sat dé nang cao
nhan thtrc va phd bién k¥ ning co ban bao dam an toan thong tin mang cho ngudi sir dung.

7. Cac doanh nghiép san xuét, kinh doanh, nhap khau camera giam sat:

a) San xuat hodc kinh doanh, nhap khau camera giam sat dap ung quy chuan k¥ thuat qudc gia vé
yéu cau an toan thong tin mang co ban cho camera giam sat.



b) Doanh nghiép san xuét chi dong thong bao va cung cap ban cap nhat, nang cap phan mém cho
camera giam sat khi phat hién diém yéu, 16 hong bao mat; “hop tac, hd tro khéc phuc xir 1y su ¢b
mAt an toan thong tin ‘mang, an ninh thong tin lién quan dén camera giam sat do doanh nghiép
san xudt khi c6 yéu ciu ciia co quan c¢6 thim quyén.

8. Cac doanh nghiép cung cip dich vu vién thong, Internet:

a) Chu dong kiém tra va xir Iy cac camera giam sat khong bao dam an toan thong tin mang do
doanh nghiép cung cap trén ha tang mang ludi ciia doanh nghiép.

b) Chu dong thong bao cho nguodi st dung dich vu cua doanh nghiép khi phat hi€n camera giam
sat cua nguoi st dung khong bao dam an toan thong tin mang.

¢) Phdi hop véi co quan chirc ning ciia B6 Thong tin va Truyén thong trong viéc theo ddi, phat
hi€n, ngan chan va xur ly cadc camera giam sat khong bao dam an toan thong tin mang.

d) Phoi hop véi co quan chiic nang ciia B§ Cong an trong viéc phat hién va xur 1y to chuec, ca
nhan loi dung camera giam sat d€ xam pham an ninh qudc gia, trat tu an toan xa hdi.

9. Céc B0 truong, Thu trudng co quan ngang bd, Thu trudng co quan thue Chinh phu, Chu tich
Uy ban nhan dan tinh, thanh pho truc thudc trung wong, Thu trudng céc co quan, don vi va cac td
chtre, ca nhan li€n quan c6 trach nhiém thyc hi¢n nghiém tic Chi thi nay.

KT. THU TUONG
Noi nhin: PHO THU TUONG
- Ban Bi thu Trung vong Pang;
- Thu tuéng, cac Pho Thu tudng Chinh phu;
- Céc b9, co quan ngang b, co quan thugc Chinh phu;
- HDND, UBND céc tinh, thanh phé truc thude trung wong;
- Van phong Trung wong va cac Ban cua Dang;
- Vin phong Téng Bi thu;
- Vian phong Chu tich nuéc; Vi Puc Pam
- Hoi ddng Dén toc va cac Uy ban ctia Quéc hoi;
- Vin phong Quéc héi;
- Tda 4n nhan dan tdi cao;
- Vién kiém sat nhan dan téi cao;
- Kiém toén nha nudc;
- Céc tap doan, tdng cong ty nha nudc;
- VPCP: BTCN, cac PCN, Tro ly TTg, TGP Céng TTDT, cac Vu,
Cuc, don vi tryc thudc;
- Luu: VT, KSTT (2).



