BAN MO TA CONG VIEC
@ Q‘lgc Vi tri: Nhan vién gidm sat An toan thong tin (SOC)

Thudc: Trung tdm An ninh mang QTSC (QTSC CyberSec)

Muc tiéu cong viéc: Dam bao chét luong dich vu theo cam két, hé théng hoat dong 6n dinh va hd tro
dich vu cho khach hang kip thoi.

I. M6 ta cong viéc:

1. Giam sat cac hé théng bao mat cung cép cho khach hang hoac h¢ théng nd1 bo.

2. Gui canh bao khi phat hién bét thudng trén hé théng SIEM tir cac 16p Endpoint, Network, Gateway
(Cac loai canh bao vé hanh vi bat thuong theo framework MITRE ATT&CK).

3. Thu thap log va dam bao tinh san sang ctia hé théng SIEM.

4. Thong bao va phdi hop dé kiém tra, xir Iy hanh vi nghi ng.

5. Piéu tra, xtr Iy va phan ing nhanh vdi cac su ¢ an toan thong tin.

6. Kiém tra tinh trang cac hé théng trong cum SOC.

7. Xt Iy budc 1 cac yéu cau khach hang lién quan dén hé thong dang phu trach.

1. Yéu ciu:

- T6t nghiép Pai hoc chuyén nganh An toan thong tin, Cong nghé thong tin hodc tuong duong.

- Uu tién g vién ¢6 kinh nghiém thuc hién gidm séat an toan thong tin.

- Uu tién céc tng vién da c6 chirng chi CEH, Security+ hodc twong dwong.

- C6 kha ning doc hiéu tai liéu k¥ thuat tiéng Anh.

- C6 kién thirc co ban vé Windows, Linux, Vmware, Docker.

- Nam dugc cac phuong thic tan cong mang, co kinh nghiém vé ra soat baseline cho cic hé thong va
cach khac phuc.

- Nam bt va c6 kha ning str dung thanh thao cac portal san pham trong hé sinh théi giai phap SOC.
I11. Quyén loi:

- Thu nhap theo ning luc. Ché do thudng va thu nhap hing nim hap dan.

- Puoc dam bao trang bj day du cac chinh sach, phic loi cho nguoi lao dong Cong ty:

+ Lam viéc theo Hop dong lao dong, tham gia to chirc Cong doan.

+ Pong day du cac khoan BHXH, BHYT, BHTN theo quy dinh ctia phap luat khi tré thanh nhan vién
chinh thtec.

+ Pugc trang bi thém bao hiém sirc khoe PVI.

+ V6i ngudi lao dong gan bo lau dai, Cong ty trang bi thém bao hiém nhén tho.

+ Tham quan du lich hing nim véi cac chuyén trong va ngoai nudc.

+ Thyc hién kham strc khoe dinh ky hang nam.

+ Puogc cung cap va hd tro cac diéu kién lam viéc.

+ Dugc tham gia cac chuong trinh dao tao nang cao ky nang va chuyén mon nghi¢p vu.

+ Mbi trudng lam viéc chuyén nghiép, nhiéu co hdi phat trién.

IV. Pia diém lam viéc:

QTSC Digitech Center, Khu Cong vién phan mém Quang Trung, Phuong Trung My Tay, TP.HCM.
V. Thong tin lién hé:

Ms. Trang, mail: tranglnt@qtsc.com.vn, sdt: 034.9087.399 (zalo)
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